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Ap
. “Conundrum 26

/s “Secret Problem

Sam needs to send Sally a secret message in a padlocked metal box .
The box can be sent back and forth but  Sam and Sally can never meet.
Salycandét open the box \galylashetowspadiotks key .

butSam d o e s havet S a | |kgydHow can they share the secret
without ever sending each other their key?

SECRET PROBLEM

Sam needs to send Sally a secret
inside a padlocked metal box.

They can never meet or send each
other keys. How can Sam send
Sally the secret?

Suggestion for illustrating the 'Secret Problem ? conundrum

Solution

Turn this page upside down to read the solution
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Public Key /Private Key Cryptography

Many internet security systems are based on a cryptography system which is currently

effectively impossible to crack. The system relies on the curious mathematical fact that
multiplying two very large prime numbers results in a larger number that cannot be easily
factored to reveal the two original prime numbers. Modern supercomputers would take

many years to determine  the two original prime numbers making it practically impossible

This fact is used to encrypt information such as credit card details. The re ceiver (eg bank)
multiplies two huge, secret prime numbers together and publishes the resultasa  'public
key'. The sender (eg you, the client) enters their private details which are encrypted using

the public key before being sent. Decoding the encrypted message is practically impossible
except for the receiver who knows the two  original prime numbers, called the ‘private key .
This system is currently safe but would become obsolete if supercomputers capable of

factoring large prime numbers quickly are eve r invented.
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